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Terminal @ ©® 0

ate however when clicked a window pops up then 1is replaced with the malicious 11i*®
nk. You can edit the link replacement settings in the set config if its too slow
/fast.

The Multi-Attack method will add a combination of attacks through the web attack
menu. For example you can utilize the Java Applet, Metasploit Browser, Credenti
al Harvester/Tabnabbing all at once to see which is successful.

The HTA Attack method will allow you to clone a site and perform powershell inje
ction through HTA files which can be used for Windows-based powershell exploitat
ion through the browser.

1) Java Applet Attack Method

2) Metasploit Browser Exploit Method
3) Credential Harvester Attack Method
4) Tabnabbing Attack Method

5) Web Jacking Attack Method

6) Multi-Attack Web Method

7) Full Screen Attack Method

8) HTA Attack Method

99) Return to Main Menu
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EXAMPLES

- ITRC 11050 - 8h v
Sooo, Happy Gousins Day. WO 1! Ths Facenack notiization sc2m Is taetirg vour
INDON: DY /2IME W0

Michagl Krigsean
YOU Nave 3 nes rec message

‘ﬂ.-

063 you see this pic of you? ol bit'w/UAZOL 2 .

ag.ky.gov/scams
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Appaointment Letter

7 KavinGroug v To BOPoos st sl s

am

TTi Dear,

Thank yeu toe Subaulticg Apphaatwn

You have biea salectad roe o aex: e i (e
EBetore start please read our gusde.ices and
Read Aareeacat dosuwment careully,

Project Guidelines

Apreernere. Laller

You bave 10 agres 10 000 1eams & condiioLs,
1t yoa Lave any qacstion tos] Zree w ass
Thazk vou,

~Admin

Floea Wealim

Azpe memers Leter

notifications

https://goo.

April 3T - @

We &re gaiting reports of & phish ng email thet is meking i rounds
some Full Slate custemers. | am very sorry if you got th's spam email. Our
da was not bregcnec and your eccount s not in denger. | appears &3
though these ph'shers ra led Irfamat’an found anline like your landing
gndjor Fecebook page. Whenaves you get these types of emai s, vou will
vwant ta lock at the sencars zdaress. We anly senc eva s from
sapport@fullslate.com or notif caticns@fullslate.com.

When samathing li<e th = hapnans, | taka it as a € gn ta change all ot mny
on 'ne sassvic ds. Something we are all ceing here at Full Slate anc |
would sLggest te same for you. Pheese update your Full Slate
emall/password, you* email passwe-ds, and aty other accounts,

| found this to be & super bz pful article on the tooic:

\hrtps: sapport applecom/an-us/HT204759

Identify and repart phishing emails and ather suspicions
IMECSSARES

Use thevae sipe ta ormie chishing seames and lsen whent ta do i you thieoyear
Aople 1D a6 bean Songrenised.

SIPMORT APT F.LOM
7Y Like

(] Comment ¢ Share
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EXAMPLES

[ N MorganStanley CliertServ (524F0))
MorganStanley ClientServ (554P0) ﬁ
¢ MorganStanley ~ To: bichouse@h ] Th Qro L NG

Manday, Sept. D5, 20°7

From: MorganStanley
<from.id.
55434457622055232547 5543445762@5543445762.b

QR At Mt e st ijsboerke.be ([192.168.100.6])

by stravinsky.b-i-g.be (Kerio Connect 7.0.1)
for bizhouse@hotmail.com

Morcan Stanley

Client Serv (PO5 [194.78.51.21])

Our records have indicaled suspicious activity on your accountl.

Due to this we had to disable your login until you verity your information.

Simply verify your details and reactivate your login by clicking the following link:
hitps/www.morganstanleyclientserv.com/b5643-POb6/activate/5643445762PONS

+ MorganStanley - ClientServ Team
http://www.gaja-puszczykowo.pl/A4CAf6b4dS/index.php?rec=bizhouse@hotmail.com

. =1
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2 DOvum Cudfimaingd v

lordef conrmarion] Invol Safe Web Report for:

r ~Suppon® AspleD - 7 B

—__ -

App Store
You sart 2 paymeny $55 00 USD o ApschunSio m

Order ID : PYPL93HI mw-a

Oaa 11, 2017 24200 PMUTC

« Phone Wielles Chaging -

Ll Sl

CAUTION
Site Owner? Click here

« Shipping Add ess

Ruicit Paimos

27 Mattkow Stroot Merylands
Sydrmy, NSW 2160

AUS

If this not your rraraaction, we w Th reat Repon
potent yous account. araes the | I Prishing Attacks

to.tc
Web Site Location ™ Cermany

Norton Rating O sHeze DS

Nortan Safe Web has anzlyzed ta.tc far safety and security praalems.
Below Is a sample of the tareats that were founc.

Summary

« Computer Threats: O
e Identity Thrazts: 1
« Annovance factors: O

Total threats an this site: 1

Wia sires rarsd *Cactian” may hawe 2 small number of thears and sancyanees, bur =% rar
vessidered dangeraos mnooagh e wecront aoeed "Waee ng” Procsed wilh . tiesr
The Nurtun raing is & result of Syrmar beg's sulormaec cnalysis systern, Learn rore,

Ihe opinions of oL - users are reflectzd separate y in the community ratine on the nigt.

Community Reviews (0)

Threats found: 1 <x

BN N ACCCANNT

ttp://t0.1c/RY4p
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PyyPal ® 959 . 2014
TeNds - owege
APz Osy

Phrnnrcirmand s Tt Wt S
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COUNTERMEASURES

« Google
* Unshorten.it, Urlex.org, Unshorten.me, CheckShortURL.com
e f#internetscam

* Whois

* Check email addresses and @accounts
* |P Geo location

« “If it’s too good to be true...”

*  Money is involved
- ACT NOW!
« Use of fear to a sense of urgency

«  Wants more personal information
If you aren’t sure, trust your instinct.
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* How to Spot a Fake Friend Request

 Little or no history

*  No friends in common

« Attractive Picture from the Opposite Sex
*  Friend list is mostly one sex - not a mix
 Little content on their timeline
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« Use minimal info to register
« Use strong passwords and change them often.

« Set highest level privacy settings never use default.
* Be wise about what you post. Do not announce when you will be leaving
town. Other things you should never post publicly: your address, phone

number, driver’s license number, social security number (SSN) or student
ID number.

* Verify emails and links in emails you get from any social networking site.

* Install a firewall, anti-spam, and anti-virus software — update frequently!

 Be certain of both the source and content of each file you download.
Don't download an executable program just to "check it out."

» Beware of hidden file extensions — "susie.jpg” vs. "susie.jpg.exe”

* When in doubt, don’t open it, download it, add it, or give information you
may have doubts about sharing.
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= Somebody trving
Who'd hack {o deceive 10
my Twitter people.

account?
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Comments

LIRS

-
ST TS Y
'-}X.‘:\ .'-:%Y- 8 )



