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ANATOMY OF A HACK
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TOOLS OF THE TRADE

Fake Profiles 
• Great Pictures 
• Have friends in common 
• Fake Friend Requests 

Social Engineering Toolkit (www.social-engineering.org) 
Shorten URLs 
• Lead to fake sites 
• Lead to nothing but covertly installed malware/ransomware 
• Used to harvest your login credentials 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EXAMPLES
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EXAMPLES

https://goo.gl/ozzdDc

notifications@fullslate.com

http://a1.hellob2b.xyz/ronopp
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EXAMPLES

From: MorganStanley 
 <from.id.
55434457622055232547.5543445762@5543445762.b
rightonapartments.net>

http://www.gaja-puszczykowo.pl/A4CAf6b4d5/index.php?rec=bizhouse@hotmail.com

Received: from mailhost.ijsboerke.be ([192.168.100.6]) 
 by stravinsky.b-i-g.be (Kerio Connect 7.0.1) 
 for bizhouse@hotmail.com



10

EXAMPLES

charisma716hotmailcom@trustedmailsender.net

http://to.tc/R94p
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EXAMPLES



COUNTERMEASURES

• Google 
• Unshorten.it, Urlex.org, Unshorten.me, CheckShortURL.com 
• #internetscam 
• Whois 
• Check email addresses and @accounts 
• IP Geo location 
• “If it’s too good to be true…” 

• Money is involved 
• ACT NOW! 
• Use of fear to a sense of urgency 
• Wants more personal information 

• If you aren’t sure, trust your instinct.



COUNTERMEASURES

• How to Spot a Fake Friend Request 
• Little or no history 
• No friends in common 
• Attractive Picture from the Opposite Sex 
• Friend list is mostly one sex – not a mix 
• Little content on their timeline
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COUNTERMEASURES…

• Use minimal info to register 
• Use strong passwords and change them often.  
• Set highest level privacy settings never use default. 
• Be wise about what you post. Do not announce when you will be leaving 

town. Other things you should never post publicly: your address, phone 
number, driver’s license number, social security number (SSN) or student 
ID number.  

• Verify emails and links in emails you get from any social networking site.  
• Install a firewall, anti-spam, and anti-virus software – update frequently! 
• Be certain of both the source and content of each file you download. 

 Don't download an executable program just to "check it out."  
• Beware of hidden file extensions – "susie.jpg” vs. "susie.jpg.exe” 
• When in doubt, don’t open it, download it, add it, or give information you 

may have doubts about sharing.
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